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ABSTRACT

Smart factories are complex systems which combine latest information technology (IT) with operation technology (OT). A
smart factory aims to provide manufacturing capacity improvement, customized production, and resource reduction with these
complex technologies. Although the smart factory is able to increase the efficiency through the technologies, the security
level of the whole factory is low due to the vulnerability transfer from IT. In addition, the response and restoration of the
business continuity plan are insufficient in case of damage due to the absence of factory security experts. The cope with the
such problems, we propose an information security practice content for analyzing the damage by generating ransomware
attacks in a digital twin-based smart factory similar to the real world. In our information security content, we introduce our
conversion technique of physical devices into virtual machines or simulation models to build a practical environment for the
digital twin. This content generates two types of the ransomware attacks according to a defined scenario in the digital twin.
When the two generated attacks are successfully completed, at least 8 and 5 of the 23 virtual elements are take damage,
respectively. Thus, our proposed content directly identifies the damage caused by the generation of two types of ransomware
in the virtual world’ smart factory.
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Table 1. Components of Proposed Digital Twin

Level Type (O] Num | Conversion
PC Windows 7 | 6 VM
Applicati[pipewall | Cent0S7 | 1 VM
on
System DB CentOS7 | 1 VM
Web Server | CentOS7 1 VM
Router dd.wrt 3 VM
Control fgcadaBR | Cent0OS7T| 1 | VM
Automat
ion ScadaDB CentOS7 1 VM
PLC-PC Windows 7 1 VM
Sensor
M et 1 Model
Thermometer - 1 Model
Machine Manometer - 1 Model
Automat
ion Fuel Gauge - 1 Model
Robot - 1 Model
Production
Facility 1 Model
Bxternal |y i1 Server | Ubuntul2 | 2 VM
Network

VM: Virtual Machine / Model: DEVS Model

Real World

Smart Factory ‘ Digital Twin
I

o]
Engie

Iota Process Communkcation 0PO
pe PLC Automation

++ Virtualization .- Virtualization
-+ Possible “-f impossible

< o g
Virtuaifzation Virtuallzation
J Possible impossible

Fig. 4. Our Digital Twin Conversion Technology

i PCY ARl =S AYs A8l 9l
i, PC% PLC ¥ #As3 7P7l= oludl
(Ethernet) $A41& ﬁﬂ FAkslodet, AlgE SRz
oA 78 7V 8491 PCE vCenter W&

°H 7]_/\]4:1/\]_i 7].}\15]. €7]’_‘ 89l PLCQ}_
253t 7171= DEVS 7]4ke] AlEdeld ndz +
et ZF Al gl BdEE 7HHAl WellA F
s W Z2Al~ FAl(Inter  Process
Communication; IPC)[32)< &-§3}e] 7ldw|Al
3 2dl 7} W AR E F-Rae

¥ o

Aorete AHH FHzE BF A4S TR
Eqog wEil o [2 1o 34 Edz AU
25 2A% MITR ATT&CKS &43F 4tjx

7nle) F A A {EE =0

Fig. 5= #lst f: "/WE*Ed‘)ﬂH md A
B g3 WA °ll°1 Alxgh A A ZElz A
L5 wolFErh, FAA(Kal) = o A8 vl
(o] wldAH)E o]-ate] Atz Ak AA
A= Felz 9Agt ohgduhel (MEe]) S &
A l°‘° i‘%} D). PCH A 2 Ag
T AYIH@). A4 A di7]

%1_7_31 A PCl-‘+ xﬂxﬂ o éfﬂ % 1 75H
5

Table 2. Tactics and Techniques

Scenario #1 | Scenario #2

Initial s
Access (T1566.001) Phishing
Execution | [T1204) User Execution
ggf&iﬁil (TA0011) Command and Control
Impact (T1486) Data Encrypted for Impact
Lateral ; .
Movement (T1021.002) SMB Admin Share
Execution | (T1204) User Execution
Impact (T1486) Data Encrypted for Impact
. (T1204) User (T1021.004)
Execution Execution Remote Services
Lateral | [T1021.004] {T1486) Data
Movement | Remote Services Impasgt)
(T1486) Data
Impact Encrypted for N/A
Impact
. (T1204) User
Execution Execution N/A
Lateral (T1021.004) N/A
Movement | Remote Services
. (T1204) User
Execution | o i~ N/A
(T1486) Data
Impact Encrypted for N/A
Impact
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